NHOOPMALIMOHHASA ITAMATKA
JJIA OBYUYAIOIIUXCA JJIAA PASMEIHNIEHUSA
HA OOUIINAJBHBIX HHTEPHET-PECYPCAX

C kaxaplM TOJOM MOJIOACKH B HWHTEPHETE CTAaHOBUTHCS OOJbIIE, a
IIKOJIBHUKU OJHU W3 CaMbIX AaKTUBHBIX NOjdb30Barenerd PyHera. Mexay Tewm,
MOMUMO OTPOMHOI0 KOJUYECTBA BO3MOXXHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
OTa nmamsTKa 10HKHA TOMOYb Tebe 0€30MacHO HAaXOUTHCS B CETH.

KomnwroTepHbie BUPYCHI

KomnbroTepHblii BUPYC - 3TO Pa3HOBUIHOCTh KOMIBIOTEPHBIX MPOTPaAMM,
OTJIMYUTEIILHOW OCOOCHHOCTHIO KOTOPOH SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHUIO.
B ngonosiHeHue K 3TOMY, BUPYChl MOTYT MOBPEIUTH WJIM MOJHOCTHIO YHUYTOXKHUTh
Bce (paiiyibl ¥ JaHHBIE, TTOJAKOHTPOJIBHBIC MOJIB30BATE0, OT UMEHU KOTOPOTO ObLTa
3amyllieHa 3apa)KeHHash NmporpaMma, a TakKe MOBPEAUTh WM JaK€ YHUUTOXKHUTh
OTIEPAIIMOHHYI0 CHUCTEMY CcO BcemH (paitmamu B 1ieioM. B OonbIIMHCTBE ciydacB
pacpoOCTPaHSIOTCSA BUPYCHI UEPE3 UHTEPHET.

MeToibl 3a1IUTHI OT BPEJIOHOCHBIX TPOTPAMM:

. Hcrons3yldi COBpPEMEHHBIE ONEPALMOHHBIE CHCTEMBI, HMEIOIIUE
CEPBE3HBIA YPOBEHD 3aIIUThI OT BPEJOHOCHBIX IPOTPAMM;

2. TloctrosiHHO ycraHaBnuBail mnayTu (UKU(pPOBBIE 3aruIaTKH, KOTOPHIE
ABTOMATHUYECKH YCTAHABIMUBAIOTCS C LEJIbIO JOPAOOTKM MPOrpaMMbl) U ApyTHe
OOHOBJIEHUSI CBOeW omnepaluoHHOW cuctembl. CKauuMBaii HMX TOJBKO C
odpunpambHoro caira paspadorumka OC. Ecim  cymecTtByeTr  pexXuMm
aBTOMATHUYECKOTO OOHOBJICHHUS, BKIIOUH €T0;

3. Paboraii Ha cBOoeM KOMIIBIOTEpE TIOJI TIpaBaMH TIOJIb30BATENs, a HE
aIMUHUCTpATOpa. ITO HE IMO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnonb3yil aHTUBHPYCHBIE NIPOTrpaMMHBIE MPOAYKTHI H3BECTHBIX
MIPOM3BOIUTEIICH, C ABTOMATHYECKUM OOHOBJICHHEM 0as3;

5. Orpaanub HU3NIECKUIN JOCTYI K KOMITBIOTEPY JJI IOCTOPOHHUX JIHUIL;

6. Vcnonp3yit BHEMIHNE HOCUTENN WHGOpMAINH, TaKue Kak Quielika, AUCK
WK (aitn u3 MHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX NCTOYHUKOB;

7. He oTkpwIBaii KOMMBIOTEPHBIC (HaWIIbl, MOJYYCHHBIE M3 HEHAICKHBIX
ucTouHUKOB. Jlaxke Te (ailybl, KOTOpBIE MPUCTAI TBOW 3HAKOMBIN. Jlydie yrounu
y HEro, OTIPAaBJIsyI JIM OH TeOe UX.

Cetu WI-FI

Wi-Fi - 310 He Bu nepeaadn JaHHBIX, HE TEXHOJIOTHs, a BCETO JIMIIb OpeHI,
Mapka. Eme B 1991 roay Huaepnanickass KOMIIaHMs 3aperucTpupoBalia OpeH
"WECA", u4rto o0o3nauano cinoBocoueranue "WirelessFidelity", xoTopsiii
MepPEeBOUTCA Kak "OecrpoBOAHAS TOYHOCTh".

Jlo Hamero BpeMeHu Joluia pyras abopeBuaTypa, Koropas siBIsIeTCs TaKol
xe TexHojorue. Jto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLJIO JaHO C



HAaMEKOM Ha CTaHAapT BbICIIed 3BykoBoM TtexHuku Hi-Fi, uro B mnepeBojae
O3Hayaer ""BbICOKAas TOYHOCTH'.

Jla, GecriaTHBIM MHTEPHET-AOCTYI B Kade, OTeNsAX U adpornopTax SBISIETCS
OTJIMYHOM BO3MOXKHOCTBIO BbIXOJla B MHTE€pHET. HO MHOTHE 3KCHEpPThI CUMTAIOT,
yto obmeaoctynubie Wi-Fi ceTu He sSBIsA0OTCA 0€30MacHbIMHU.

CoBeThI 10 0€30MacHOCTH PabOTHI B 00IIEAOCTYMHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro TUUHYI0 HH(MOPMALIHIO Yepe3 oomenoctymnabie Wi-Fi
cetu. PabGoTtas B HUX, JKellaTebHO HE BBOJAUTH MAPOJIU JIOCTYIA, JIOTUHBI U KaKue-
TO HOMEDA;

2. Vcnionb3yil 1 OOHOBIIAM aHTUBHPYCHBIE MpOrpaMMbl U Opanamayep. Tem
CaMbIM ThI 00€30macuIlb ce0s OT 3aKaYKU BUPYCa Ha TBOE YCTPOMCTBO;

3. Ilpu wucnonb3oBanuu Wi-Fi oTkimoun ¢ynkuuio "OOmui 10CTynm K
daiinam u npuntepam". JlaHHas (QYHKIUS 3aKphITa MO YMOJYAHUIO, OJIHAKO
HEKOTOPBIC TI0JIb30BATENIU aKTUBUPYIOT €€ JUIsl yA00CTBa MCIOIb30BaHUs B paboTe
i yueoe;

4. He wucnons3yét nyonuunbii WI-FI nis mepenmaum nWYHBIX JaHHBIX,
HanpuMep JJ1s BbIX0/1a B COLIMAIBLHBIE CETH UJIU B DJICKTPOHHYIO TIOUTY;

5. Ucnonp3yi# ToJIbKO 3amuineHHoe coenunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoau umeHHO "https://";

6. B moOunpHOM Tenedone otknroun ¢GyHkiuio "lloakmouenne k Wi-Fi
apromatnuecku'". He momyckail aBTOMaTHYECKOTO MOAKIIOYEHHS YCTPOWCTBA K
cetsim Wi-Fi Ge3 TBoero cornacus.

CouunanbHbIE CETH

CornmanbHble CETH aKTUBHO BXOJST B HAIly KU3Hb, MHOTHE JIFOJIU paboTaoT
M )KUBYT TaM IIOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUUIMAp]] YEJIOBEK,
YTO ABISETCS OJHOM CEIBMOM BCEX JKUTEIEN IUIaHeThl. MHOTHE I10JIB30BaTEIN HE
NOHUMAIOT, YTO MH(OpMAaIUs, pa3MelleHHas UMHU B COLMAJIbHBIX CETAX, MOXKET
ObITh HalJICHA W WCIIOJIb30BaHA K€M YTrOJHO, B TOM YHCJE HE 0053aTEeNbHO C
OJlaruMu HaMepEHUSMHU.

OcHOBHBIE COBETHI MO OE30MACHOCTH B COIUATBHBIX CETAX:

1. Orpanuyp cnmcok Jpy3eid. Y TeOs B JApy3biIX HE JODKHO OBITH
CIy4alHBIX U HE3HAKOMBIX JIIOJIEH;

2. 3ammmai CBOI YacTHYIO >kKu3Hb. He ykaswpiBaii maposnu, TenedOoHBI,
aapeca, JaTy TBOErO0 POXICHUA © JPYryl0 JHUYHYI0  HH(POPMAIHUIO.
310YMBITINIECHHUKU MOTYT UCIIOJIb30BaTh Jake MHPOPMAIIHIO O TOM, KaK Thl U TBOH
POAUTEINHN IUIAHUPYETE MPOBECTU KAHUKYJIbL;

3. Bamumai CBOIO pEIyTalMio - JCPKH €€ B YUCTOTe M 3aJaBail cebe
BOTIPOC: XOTEI ObI ThI, YTOOBI APYTHE MMOTH30BATEIN BUJIETH, YTO ThI 3aTPyKACIIh?
[Tomymaii, mpex/ie 4emM 4To-TO ONMyOIMKOBaTh, HAIIMCATH U 3aTrPy3UTh;

4. Ecny Tl TOBOPHILB C JIKOJbMH, KOTOPBIX HE 3HACUIb, HE MCIOJIb3YH CBOE
peasbHOEe UMSI U APYTYIO JUYHYI0 UHGOPMALUU: UMS, MECTO KUTEIhCTBA, MECTO
yueObl U Mpouee;

5. N36erait pasmemienust pororpaduit B MaTepHere, rue Tol n300pa’keH Ha
MECTHOCTH, [0 KOTOPOW MOKHO OINPEIEIINTh TBOE MECTOIOJIO0KEHHUE;



6. Ilpu peructpanuu B COIMAIBHOM CETH HEOOXOIMMO HCIOJb30BAThH
CJIOKHBIE MAPOIH, COCTOSIIUE U3 OYKB U U(P U C KOJIMUYECTBOM 3HAKOB HE MEHEE
8;

7. Jns conumanbHOM ceTH, MOYTBL M JAPYTUX CaWTOB HEOOXOIUMO
HCIIOJIh30BaTh pa3Hbie Mapoyu. Toraa eciau Te0st B3JIOMAIOT, TO 3I0YMBIIIICHHUKHT
MOJIy4aT JOCTYI TOJIBKO K OJTHOMY MECTY, & HE BO BCE Cpa3y.

DIIEKTPOHHBIE ICHBI'U

DNEeKTpOHHbIE JEHBI'M - ATO OYEHb YAOOHBIM crmoco0d miaTexeil, OJHaKO
CYIIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3T JAECHBIU.

DJIEKTPOHHBIE JICHBI'U MOSABUIIUCH COBCEM HEAABHO U MMEHHO M3-3a 3TOI'0 BO
MHOTHX TOCYJIapCTBax JI0 CUX MOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHU GYHKITMOHUPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, IJIe
WX pa3JesioT Ha HECKOJbKO BUJOB - AHOHMMHBIC U HE aHOHUMHbIE. PazHuna B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliacTcsi MPOBOJIUTH omneparuu 0e3
UJCHTU(DHUKAIIMY TI0JTb30BATEINsI, & B HCAHOHUMHBIX UACHTU(UKALIMS MTOTb30BaTEN s
SIBJISIETCSL 00s13aTEIIHLHOM.

Taxke crnemyeT pa3iaudaTh OdJICKTPOHHBIE (UATHBIC JIGHBIU (PaBHBI
TrOCYJapCTBCHHBIM BajlOTaM) W DJEKTPOHHbIE He(UaTHBIE JEHBIU (HE pPaBHBI
rOCy/IapCTBEHHBIM BAIKOTAM ).

OcCHOBHBIE COBETHI 110 OE30TIaCHON PabOTe C JICKTPOHHBIMU JICHBIAMMU:

1. TlpuBsiku K cueTy MOOWIBHBIN TenedoH. DTO caMblii yHOOHBIH U
OBICTPBIA CTOCOO BOCCTAHOBHUTH JOCTYN K cueTy. [IpuBsi3aHHbBIN TenedoH
MIOMOYXET, €CM 3a0ylellb CBOM IIATeXKHBIA IMapoJib WM 3aiiielllb Ha CallT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonws3yii opHopa3oBeie maponu. I[locime mnepexona Ha YCHUIIEHHYIO
aBTopu3aluio Tebe yke He OyneT yrpoXaTh OMACHOCTh KPaKW WIM TepexBaTta
IJ1aTEKHOTO MapoJis;

3. BriOepu cioxubplli maposib. [IpectynHukaMm OyaeT HE MPOCTO yrajaaTh
CJIOKHBIN napoib. HanexxHble mapoid - 3T0 Mapoiau, KOTOPbIE COAEPKAT HE MEHEe
8 3HAKOB W BKJIIOYAIOT B Ce0s CTPOYHBIC W TPOMHCHBIE OYKBBI, IU(PHI |
HECKOJIbKO CMMBOJIOB, TAKHE KaK 3HaK Jojuiapa, GyHTa, BOCKIUIATEIbHBIN 3HAK U
T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOY JTMYHBIE JaHHBIE HA CAaTaX, KOTOPHIM HE JOBEPSEILb.

DJIeKTpOHHAsI TTo4Ta

DNEKTPOHHAS MOYTa - 3TO TEXHOJIOTUSA U MPEIOCTABIAEMBbIE €10 YCIYTH IO
MEPECHIIKE U TOTYUYEHUIO AIEKTPOHHBIX COOOIIEHUH, KOTOPhIE PACTIPEICIISIOTCS B
KOMIbIOTepHOH ceTh. QOOBIYHO JJICKTPOHHBIA IMOYTOBBIA SIIUK  BBITJISIUT
CIEeIYIONIMM 00pa3oM: UMSI_TOJIh30BaTesI(@WUMsI_ToMeHa. Taxke KpoMme mepeadn
MPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTH TIepe1aBaTh (hailiibl.

OcHOBHBIE COBETHI MO O€30IMacHOM padoTe ¢ IIESKTPOHHOM MOYTOM:

1. Hamo BBIOpaTh mpaBWIbHBIA MOYTOBBIM cepBHC. B HHTEpHETE eCTh
OTPOMHBII BEIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIlle TOBEPSATH TEM,
KOO 3HAa€llb U KTO MEPBBIA B PEUTHHTE;

2. He yka3biBail B IM4HOM nouTe JIMUHYO uHpopManuto. Hanpumep, myuiine
BbIOpaTh "My3bIKalbHbIA (haHaT@" wiam "pok2013" BmecTo "Temal3";



3. Hcnonb3ydl NBYXITalHYH aBTOPU3ALMIO. DTO KOTAA IMOMHMO Hapois
HY>KHO BBOJUTH KOJI, TPUCBUIAEMBIN 10 SMS;

4. Be1bepu CIIOXKHBIN apodib. [[1s KaKI0ro MOYTOBOIO SIIIMKA TOJKEH ObITh
CBOU HAJEKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecim ectp BO3MOXKHOCTH HalMCaTb CaMOMY CBOW JIMYHBIM BOIIPOC,
HCTIOJIB3YH 3TY BO3MOKHOCTB;

6. Hcnonp3yll HECKONBKO ITOYTOBBIX SIIMKOB. IlepBbId Uil 4YacTHOM
MIEPENNCKU C aapecaTaMy, KOTOPbIM Thl AOBEPSCIIb. JTO AIEKTPOHHBIM aJpec He
HaJI0 UCTIONB30BaTh P PETUCTPALUU Ha (hopyMax M cailTax;

7. He oTkpbiBail (pailyibl ¥ Jpyrue BIOKEHHS B MUChbMAaXx, JlaXke €CIM OHU
OPUIUIM OT TBOMX JApy3el. Jlydille yToOuHM y HUX, OTHOPABIISUIA JIU OHH TeOe ITH
(aiiibr;

8. ITlocne oxoHuyaHusi pabOTHI Ha IMOYTOBOM CEPBHUCE IMEpej] 3aKPhITHEM
BKJIQJIKU C CAaTOM He 3a0y/b HaxaTh Ha "BeiidTu".

KubepOymuHr nin BUpPTyaibHOE U3A€BATEIBCTBO

KubepOymmHr -  mpecienoBaHUe  COOOIICHUSMHU,  COJEpKAIIUMU
OCKOpOJIeHMS, arpeccuio, 3aIlyTMBAHUE; XYJUTaHCTBO; COLIMAIbHOE
OOMKOTHPOBAHUE C TTOMONIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI O 60pbOE ¢ KUOEPOYIITUHTOM:

1. He Gpocaiicst B 60it. Jlyumuii cioco0: mOCOBETOBATHCS KaK CeOsl BECTH H,
€CJIM HET TOro, K KOMY MOXXHO OOpaTUTHCs, TO BHaudaje YCIMOKOUThCA. Eciu Thi
HAYHEeIlb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOpPOJIEHHS, TO TOJIbKO eIe OOJIbIIe
pa3oiOKeIb KOH(IIUKT;

2. Yrpasisiit cBoel kubeppernyTranuei;

3. AHOHUMHOCTH B ceTd MHHMas. CyIIECTBYIOT CIOCOOBI BBIICHUTH, KTO
CTOUT 332 aHOHUMHBIM aKKayHTOM;

4. He cToMT BeCTHM XyJWUTaHCKUU 00pa3 BUPTyanbHOH >Xu3HH. VIHTEpHET
¢ukcupyeT Bce TBOM JEHCTBUS U COXpAHAET UX. YJaIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIBHO;

5. Cobmromait CBOIO BUPTYAIbHYIO Y€CTh CMOJIOAY:;

6. Urnopupyii enuuHuuHbli HeratuB. OIHOPA30BBIE OCKOPOHWTEIbHBIC
cooOmeHust Jydmie urHopupoBatb. OOBIYHO arpeccuss IpeKpamaeTcss Ha
HayvaJbHOM CTaJINH;

7. ban arpeccopa. B mporpamMmmax odMeHa MTHOBEHHBIMU COOOIIEHUSMH, B
COLIMATBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKH COOOILIEHUH C
ONPENIEIICHHBIX aPECOB;

8. Ecnu bl cBUaETENnb KUOEpOymuHra. TBOM AEHCTBUS: BBICTYNIUTH IPOTUB
IpeciaeaoBaTes, MoKa3aTb €My, YTO €ro JEWCTBUS OLIEHHMBAIOTCS HEraTUBHO,
MOJJIepKaTh KEPTBY, KOTOPOW HY)KHA ICHUXOJIOTMYECKass IOMOIlb, COOOIIMTH
B3POCJIBIM O (paKTE arpecCUBHOIO ITOBEJICHUS B CETH.

MoOunbHbIN TenedoH

CoBpemeHHbIe cMapT(OHBI M MJIAHIIETHI COAEPKAT B ce0€ BIIOIHE B3POCIIBII
(yHKUIMOHAJI, W TENepp OHM MOTYT KOHKYpHUPOBaTh CO CTAllMOHAPHBIMU
KoMIlbtoTepaMu. OHAKO, CPEACTB 3AIUTHI JIJIsl MOJOOHBIX YCTPOMCTB IOKA OYEHb



Mano. TecTupoBaHME W TOHWCK YSI3BUMOCTEH B HHUX TMPOUCXOJUT HE TaK
MHTEHCUBHO, Kak jiist [1K, To ke camoe kacaeTcsi ¥ MOOMIBHBIX MPUIIOKEHUH.

CoBpeMmeHHBIE MOOWJIbHBIE Opay3epbl YK€ MpaKkTHUUYEeCKH JIOTHAJU
HACTOJIbHBIE aHAJIOTH, OJHAKO pacliupeHre ¢GyHKIMOHAIA BJIEYET 3a COo0ol
OOJIBIIYIO CIIO)KHOCTh U MEHBIIIYIO 3aITUIIIEHHOCTb.

Jlanexko He Bce MPOU3BOAMTENIM BBHIMTYCKAIOT OOHOBJICHUS, 3aKpbIBAIOIIUE
KPUTUYECKHUE YSI3BUMOCTHU JIJIsi CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUIIBHOTO TeleoHa:

Huuero He sBisieTcst mo-HacrosinieMy OecriiaTHbIM. Bynb ocTOposkeH, Beab
Korja te0e mpeayiaraloT OecrylaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKUe-
TO TJIATHBIE YCIYTH;

Hymaii, npexae uem otnpaButb SMS, ¢oro unu Buaeo. Thl TOUHO 3HAEHID,
r7ie OHU OYJyT B KOHEYHOM UTOTE?

Heo6xo11uMo 00HOBISATE ONIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Hcnonw3yii aHTUBUPYCHBIE MPOTPAMMBI JIJIsI MOOWIIBHBIX TEIE(OHOB;

He 3arpyxaii npuinoxeHusi OT HEU3BECTHOIO MCTOYHUKA, BEIb OHU MOTYT
coJiepKaTh BPEJOHOCHOE MPOrpaMMHOE 00ECIICUECHHE;

[Tocne Toro kaxk Thl BBIWJEIIL C caiiTa, T/Ie BBOAWI JIMYHYIO MHGOPMAIIUIO,
3aiiIM B HACTPOMKHU Opay3epa u yaanu cookies;

[Tepuoauyecku npoBepsi, Kakue IIaTHBIE YCIYTrd aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JaBaii cBoil HOMep MOOUIBHOrO TenedoHa TOJIBKO JIOISM, KOTOPBIX ThI
3HaEllb U KOMY JOBEPSEUIb;

Bluetooth momxkeH ObITH BBIKIIIOYEH, KOT/Aa Thl UM HE Mosb3yemibea. He
3a0bIBail MHOTIA TPOBEPATH ITO.

Online urpsl

CoBpeMeHHBIE  OHJAWH-UTPBI - O3TO  KpacouyHble, 3aXBaTbIBAIOIINE
pa3BieyeHus, OOBEAMHSIONIME COTHU THICSY YEJIOBEK MO BceMy mupy. WUrpoku
UCCJIENYIOT MAaHHBI UM MHp, OOIIAIOTCS APYT C APYTOM, BBITIOJHSIOT 3a/JaHMS,
CpakaloTCd C MOHCTpaMU W TOJIyYalOT OIBIT. 32 YIOBOJIBCTBUE OHU ILJIATAT:
MOKYMAIOT JUCK, OTNIAYMBAIOT a00OHEMEHT WJIM MMPUOOPETAIOT KAKUE-TO OIIIUH.

Bce atH cpenctBa uaAyT Ha MOJAAEPKAaHUE U PA3BUTUE UTPBL, a TAKXKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBI aBTOPHU3AllUU, BBIMTYCKAIOTCS HOBBIC
natuu (u(poBbIe 3aIUIATKHU JJIS IPOTPAMM ), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B momoOHBIX Wrpax CTOWT oOmacaTtbCcsi HE CTOJIBKO CBOMX COIEPHHUKOB,
CKOJIBKO Kpa)Xu TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHA CHUCTEMa aBTOPHU3ALNU
OOJNBIIMHCTBA UTP.

OcCHOBHBIE COBETHI 110 O€30MTaCHOCTH TBOETO UTPOBOTO aKKayHTA!

1. Ecou apyroi urpok BeneT cels II0X0 WM co3aacT Te0e¢ HeMPUITHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Iloxamyiics aAMUHHCTpAaTOpaM WIPbl Ha IUIOXO€ MOBEIEHUE 3TOrO
UTPOKA, KEJIATEeNIbHO MPUJIOKUThH KaKUe-TO JOKa3aTeIbCTBA B BUAE CKPUHOB;

3. He yka3biBaii TuuHy0 HHPOpMAIMIO B Tpo(aiiie urpsol;

4. YBaxkall Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBait HeoduImaabHbIe TATYU U MOJBI;



6. Mcnonp3yii CII0KHBIE U Pa3HbIE MTAPOJIH;

7. Jlaxke BO BpeMsi UTPbl HE CTOUT OTKIIOYaTh aHTUBHpYC. [loka TbI
Urpaelilb, TBOM KOMIIBIOTEP MOTYT 3apa3uTh.

QOUIIUHT WIK Kpaka JIMYHBIX JaHHBIX

OOBIYHOM KpaKkel JEHEeT W IOKYMEHTOB CETOJHS YK€ HUKOrO HE YJIWBHIIIb,
HO C pAa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBINLICHHUKA TEPEMECTUINCh B
WHTEPHET, U MPOJ0KAIOT 3aHUMATHCS ""MTIOOUMBIM" JIEJIOM.

Tax mosiBMJIach HOBasl yrpo3a: WHTEPHET-MOIIEHHUYECTBA WU (DUILUHT,
IJIaBHAs 1eJb KOTOPOTO COCTOMT B MOJYYEHHH KOH(PUICHIUAIBHBIX JTAHHBIX
noJib30Baresiell - JIOruHoB U maposiei. Ha anrnmiickom si3bike phishing uurtaercs
kak ¢umuHr (ot fishing - peiOHas noBis, password - mapoJib).

OcHOBHBIE COBETHI IO OOpbOE C (PUITUHTOM:

1. Cneau 3a cBOMM akkayHTOM. Eciiu Thl mojo3peBaellib, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOIMMO  3a0JIOKUpOBAaTb €€ U COOONIUTh
aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonw3yii 6e3omacHble BeO-CaliThl, B TOM YHUCIE, MHTEPHET-Mara3uHoB U
MTOMCKOBBIX CHCTEM;

3. Ucnonb3yil crnokHble U paszHble napoiu. Takum obOpazoMm, ecinu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TIOJy4aT JOCTYN TOJIBKO K OJHOMY TBOEMY
npo(duITIo B CETH, a HE KO BCEM;

4. Ecnu Tebs B3JIOMaldM, TO HEOOXOIUMO TMPEAYNPEAUTh BCEX CBOMX
3HAKOMBIX, KOTOpBIE OOABIIEHBI y T€Os B JIPY3bsAX, O TOM, YTO Te€Os B3JIOMAJH H,
BO3MOKHO, OT TBOETO UMEHHU OY/IET pacChUIaThCsl CIIaM U CCHUIKM Ha (DUIIMHTOBBIE
CaANTHI;

5. YcranoBu HaaexHbIN apoib (PIN) Ha MoOUIBEHBIN TenedoH;

6. OTKII0YM COXpaHEHHUE TapoJisi B Opaysepe;

7. He oTkpbiBail ¢aiiiabl U Apyrue BIOKEHUS B MHChMaX, JaXKe €CIM OHH
NPUIUTH OT TBOMX JApy3el. Jlydille yTouHM y HHUX, OTHPABIUIA JIU OHH TeOe ATH
(banbI.

Hudposas penyrarus

[udposas penyTamus - 3TO HEraTUBHAS WX MO3WTHBHAs WHGOpMAIHs B
cetu o Tebe. Kommpomerupyromas wHpoOpMaius, pa3MelieHHas B HWHTEPHETE,
MOXXET CEphE3HBIM 00Pa30M OTPa3UThCS Ha TBOEH peanbHOU xu3HU. "lludposas
penytanus" - 3TO TBOH UMUK, KOTOPBIH GopMupyercs u3 uapopmaiuu o tede B
HUHTEpHETE.

TBoe MecTo IKHUTENbCTBA, y4eObl, TBOE (HMHAHCOBOE TOJOKEHUE,
O0COOEHHOCTH XapaKTepa M paccKa3bl O OJIM3KUX - BCE 3TO HAKAIIJIUBACTCS B CETH.

MHorue mnoApPOCTKH JIETKOMBICIEHHO OTHOCATCS K NYOJHMKAlUM JIUYHON
uHdopmarmu B MHTEpHETE, HE MOHMMAas BO3MOXKHBIX MOCIEACTBHMA. Thl maxe He
CMOJKEIITb JA0TafaThCcs O TOM, 4TO doTorpadus, pa3MenieHHas 5 JIeT Ha3aj, cTaia
MPUYMHON OTKa3a NpUHSTH T€OS Ha padoTy.

KommenTtapuu, pazmenienre TBoux Gororpaduii u Apyrue IeMcTBUS MOTYT
HE HCYE3HYTh Jake IMOCJE€ TOro, Kak Thl MX YJaldullb. Thl HE 3Haellb, KTO
COXpaHWUJl 3Ty HUH(OpMalMio, TomNajga JM OHAa B IOUCKOBBIE CHUCTEMBI H
COXpaHWUJIaCh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeO€ OKpYyXKalollHhe JIIOIH,



KOTOpbI€ HAaWAYT U YBUIAAT 3T0. HaliTu mH(OpMaALMI0O MHOTO JIET CIYCTS CMOXET
J000M - KaK U3 A00pbIX NOOYXKJIEHUM, TaK U C HAMEPEHUEM MIPUUYUHUTD Bpea. ITO
MOXET OBITh KTO YTOIHO.

OcCHOBHBIE COBETHI MO 3alIUTe HU(POBOI permyTanuu:

1. ITogymaii, mpexxe yeM 4To-To MyOIMKOBATh U NepeaaBaTh y ce0s B Ojore
WJIN B COLMAJIBHOM CETH;

2. B mnacrtpoiikax npoduiisi yCTaHOBU OTpaHUYEHHs] Ha IPOCMOTP TBOETO
poduIs U €ro COJEPKUMOTrOo, cliejal ero ToIbKO "miis apy3eu”;

3. He pa3memiaii u He yka3blBail HHPOpPMAIHIO, KOTOpask MOXKET KOro-iudo
OCKOPOJIATH WIJIK OOMKATh.

ABTOpCKOE MpPaBo

CoBpeMeHHBbIE IIKOJIBHUKA - aKTHUBHBIE TMOJb30BaTENM LHUPPOBOTO
npoctpancTBa. OJIHAKO Jal€KO HE BCE 3HAKOT, YTO IOJb30BAHHE MHOTMMU
BO3MOXKHOCTAMH  1IudpoBoro  Mupa TpeOyeT  coOOJIOJeHuss TMpaB  Ha
MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTEMIEKTyalbHAsE COOCTBEHHOCTH"' OTHOCHUTCA K Pa3JIMYHBIM
TBOPEHMSIM YEJIOBEUYECKOTO yMa, HauyMHAsg C HOBBIX H300pPETEHH W 3HAKOB,
0003HayaroIMX cCOOCTBEHHOCTh Ha MPOIYKTHI M YCIYTH, U 3aKaHYMBask KHUTAMH,
dotorpadusimu, KUHODUITBMAMU U MY3bIKaJIbHBIMU TPOU3BEACHUSIMHU.

ABTOpCKHE MpaBa - ATO MpaBa HA MHTEJUIEKTYallbHYI0O COOCTBEHHOCThH Ha
IPOU3BENICHHS HAYKH, JIUTEPATYpbl U UCKYCCTBA. ABTOPCKHUE IPaBa BBICTYMAIOT B
KayecTBE TapaHTHUU TOTO, YTO HWHTEJUIEKTYaJbHBIN/TBOPUECKHUN TPyl aBTOpa HE
OyIeT HampacHbIM, JacT €My CIpaBeIJMBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysibTaTax CBOETO TpyJa, MOJYyYUTh HM3BECTHOCTh M Mpu3HaHue. Hukro 0e3
pa3pelleHus aBTOpa HE  MOXET BOCIPOM3BOJIWUTH €ro  MPOU3BEICHHUE,
pacipocTpaHsITh, MNYOJIMYHO JEMOHCTPUPOBATh, NPOJaBaTh, HMIIOPTUPOBATH,
MycKaTh B MPOKAT, MyOJWYHO HCIOIHATH, MOKA3bIBATH/UCHIONHATh B dUpE WIH
pa3memiath B MiHTepHETE.

Hcnons3oBanne "muparckoro" MpPOrpaMMHOTO  OOECIICUCHHS  MOYXKET
OPUBECTH K MHOTMM pHUCKaM: OT IOTEPH JaHHBIX K TBOMM aKKayHTaMm J0
OJIOKUPOBKHM TBOETO YCTPOMCTBA, I'/le YCTaHOBJIEHA HejeraibHas mporpamMma. He
CTOUT TaKXe 3a0bIBaTh, YTO CYILECTBYIOT JIETAJIbHbIE U OECIUIATHBIE ITPOrPaMMBlI,
KOTOpBIE MOYKHO HalTHU B CETH.

O nopraie

CereBU4OK.pQ - TBOM IIaBHBIA COBETUHMK B CETH. 3/1€Ch Thl MOXKEIIb y3HAThH
0 0€30MacHOCTH B CETH MOHSATHBIM U JOCTYIHBIM SI3BIKOM, a MPU BO3HUKHOBEHHH
KPUTUYECKON CHUTyallud OOpAaTUThCS 3a COBETOM. A TakKe NPUHATh Y4acTHE B
KOHKYpCax U CTaTh CAMbIM IIU(PPOBBIM IPaKIaHHHOM !



