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C xaxabIM TOAOM MOJIOJIEKH B HHTEPHETE CTAaHOBUTbCA OOJbIlEe, a
IIKOJIBHUKMA OJHM M3 CaMbIX aKTUBHBIX MHoJb30Baresied PyHera. Mexny tew,
MIOMUMO OIPOMHOTO KOJIMYECTBA BO3MOKHOCTEN, MHTEPHET HECET U MPOOJIEMBI. DTa
naMsATKa JI0J>KHA IOMOYb Te0e 0e301acHO HaXOIUThCS B CETH.

KoMIbroTepHbIE BUPYCBHI

KoMIbroTepHbIii BUPYC - 3r0 pPa3sHOBUAHOCTHh KOMIIBIOTEPHBIX IPOrPAMM,
OTIIMYUTEIBHON OCOOCHHOCTBIO KOTOPOU SIBISIETCS] CIIOCOOHOCTH K pa3MHOKEHUI0. B
JIOTIOJIHEHUE K 3TOMY, BUPYCHI MOT'YT MOBPEINUTH WIN MOJHOCTBIO YHUUYTOXKHUTH BCE
¢aiinbl U JaHHBIE, MOAKOHTPOJIBHBIE IMOJIb30BATENI0, OT UMEHM KOTOpPOro Oblia
3amynieHa 3apa’keHHas NporpaMma, a TakKe MOBPEIUTh WIM J1aKe€ YHUUYTOKUTH
ONEpallMOHHYI0 CUCTEMY €O BceMu (pailiaMu B 1esoM. B OonbIIMHCTBE ciydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MeTonb! 3a1IUTBI OT BPEJOHOCHBIX IPOrPaMM:

1. Vcnonb3yil COBpEMEHHbIE ONEPALIMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX IPOTPaMM;

2. IloctossHHO ycTaHaBiauBaiW HauTh (UM(POBBIE 3aMJIaTKU, KOTOPHIC
aBTOMATUYECKM YCTAHABIMBAIOTCA C II€JIbI0 JOPA0OTKH MPOrpaMMbl) U ApYyrue
OOHOBJICHHS CBOEH omnepalmoHHOM cucTteMbl. CKkaunBaid X TOJBKO ¢ 0(UIIHMATIBHOTO
caiita paspadoruuka OC. Eciu cyliecTByeT pekuM aBTOMaTHYECKOro OOHOBJICHMUS,
BKJIFOYH €T0;

3. Paboraii Ha cBOEM KOMIBIOTEpE IO TIpaBaMH IIOJIB30BATENSI, a HE
aIMUHUCTpAaTOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpamMmm
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATILHOM KOMIIBIOTEPE;

4. Ucionp3yil  aHTUBUPYCHBIE NIPOrpPAaMMHBIE MPOAYKTHI  M3BECTHBIX
IIPOM3BOJIUTEIICH, C aBTOMATHICCKHUM OOHOBJICHHEM 0as3;

5. Orpannub GU3HUUECKUH TOCTYT K KOMIIBIOTEPY AJI1 TOCTOPOHHUX JIMIL;

6. Mcnonp3yil BHEIIHUE HOCUTEIM MHPOpMAllMU, Takue Kak (uienika, AUCK
WK (paiia U3 UHTEPHETA, TOJIBKO U3 POBEPEHHBIX HCTOUHUKOB;

7. He oTkpbiBail KOMIIbIOTEpHbIE (ailyibl, MOJyYEHHbIE W3 HEHAJEKHBIX



HUCTOYHUKOB. [laxke Te (haityibl, KOTOpbIE MPUCIIAll TBOM 3HAKOMBIHN. JIydIiie yrouHu y
HEro, OTHPABIISI JIK OH TeOe UX.

Ceru WI-FI

Wi-Fi - 310 He BUJ nIepeaun TaHHBIX, HE TEXHOJIOTHS, & BCErO JIUIIb OPeH/I,
mapka. Eme B 1991 romy Humepmanackas KOMITAaHHS 3apeTUCTPUpOBAIa OpeHI
"WECA", uyro o6o3nayano cioBocodyetanue "Wireless Fidelity", xoTopsbrit
NEepPEBOIUTCS Kak "OecnpoBOAHAS TOYHOCTD'.

Jlo Haiero BpeMeHU Jolia Apyras abopeBuarypa, KoTopas ABiIseTcsl Takon
Ke TexHojoruer. Jro adbOpesuatypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C
HAMEKOM Ha CTaHJapT BbICIIeH 3ByKoBoii TexHuku Hi-Fi, 4To B mepeBone o3Havaer
"BBICOKAsi TOYHOCTB .

Jla, GecruiaTHBIM UHTEPHET-IOCTYN B Kade, OTEIsIX U adponopTax sSBISETCS
OTJIMYHOM BO3MOKHOCTBIO BbIX0J1a B UHTEpHET. HO MHOTHE SKCIIEPTHI CUUTAIOT, YTO
obmenoctynusic Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CoBeTslI 1o 6€30MacHOCTH PabOTHI B 00IIEAOCTYTHBIX ceTsix Wi-fi:

1. He nepenaBaii cBOO JIMYHYIO HH(pOpPMAIHIO uepe3 obieaocTymHbie Wi-Fi
cetu. PaboTas B HUX, KeJIaTEIbHO HE BBOJAUTH MAPOJIU IOCTYMA, JOTUHBI U KAKHE- TO
HOMeEpa;

2. Uctionb3yit 1 OOHOBIIAN aHTHUBUPYCHBIE TIPOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYyKH BUpyca Ha TBOE YCTPOUCTBO;

3. [Ipu ucnonb3oBanuu Wi-Fi otkimoun ¢pyHkmuto "O0mwmit 1ocTyn K daitiam
u npuHtepam". JlaHHas (yHKIMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpHIE
M0JIb30BATENH AKTUBUPYIOT €€ JIJIsl yI00CTBA MCIOJIb30BaHUs B paboTe min yueoe;

4.He wucnons3yit nyOonuunbid WI1-F1 nns mepemaum JIMYHBIX JaHHBIX,
HaIrpuMep ISl BBIXO/Ia B COLIMAIBHBIE CETH WM B AJIEKTPOHHYIO MOYTY;

5. Ucnonb3yit Toapko 3amuimienHoe coeaunenune yepes HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B MoOuiabHOM Tenedone orkiaroun ¢yHknuio "Tlogkiarouenue k Wi-Fi
apTomatnuecku'". He momyckailk aBTOMaTHMYE€CKOTO MOAKIIOYEHHUS] YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

CormanbHbie CeTH

ConmanbHble CETH aKTHBHO BXOJSAT B HAIly KH3Hb, MHOTHE JIFOJIA pabOTaIOT
U JKHUBYT TaM TMOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MIJITHAP]T YETOBEK,
qTO SIBJISIETCA OJHON CEAbMOM BCEX JKUTEJIEH IUIaHEThl. MHOTIME MOJB30BaTEIN HE
MOHUMAIOT, YTO MH(OpMAIIHS, pa3MEILIEHHAs! UMU B COLUATIBHBIX CETSAX, MOXKET ObITh
HalJieHa W WCIOJb30BaHAa KEM YTOJHO, B TOM YHWCJE HE 0053aTelbHO ¢ OnaruMu
HaMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30MMACHOCTH B COIUATIBHBIX CETSX:

1. Orpanuub crucok Jipy3eil. Y 1e0st B APy3bsiX HE TOJDKHO OBITh CITy4alHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amumiail cBOIO 4YacTHYIO KH3Hb. Fie ykaspiBall mapoiu, TtenedoHbl,
aapeca, Jary TBOEro POXACHUS U JAPYLY0 JIMYHYIO  MHGOpMAIIUIO.
3JI0YMBIIIUICHHUKH MOT'YT MCIIOJIb30BaTh Jaxe UH(GOPMAIIUIO O TOM, KaK Thl U TBOU
POJUTENH MIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amuiail CBOIO penyTaIuio - Ep>KU €€ B YUCTOTE U 3a71aBaii cebe BOIpoc:



X0TeJ OBl Thl, YTOOBI APYTHE NOJIB30BATENIN BUJEIH, UTO Thl 3arpysxaeib? [logymait,
MPEXJIe YEM UTO-TO ONMYOJIMKOBATH, HANIMCATD U 3arPy3UTh;

4. Eciii ThI TOBOPHUILb C JIFOJIbMHU, KOTOPBIX HE 3HACIIb, HE HCIOJIb3YH CBOE
peajgbHOEe UMA U JIPYTYIO JIMYHYI0 MHGOPMAIMU: UMs, MECTO >KUTEIhCTBA, MECTO
y4eOBbl U poYee;

5. U36erait pazmemenust gororpaduii B IHTepHETE, T/I€ THI M300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIOIOKEHUE;

6. [Ipu peructpaniud B COLMAIBHOM CETH HEOOXOAMMO HCIOIb30BaATh
CJIOXHBIE TTAPOJIU, COCTOSIINE U3 OYKB U UG U C KOJIMYECTBOM 3HAKOB HE MeHee 8;

7. Jlng coumuanbHOM CEeTH, TOYTHl M JPYTUX CalTOB HEOOXOAWMO
UCIIOJIb30BaTh pa3Hble Mapoiyid. Torga eciu TeOs B3IOMAIOT, TO 3JI0YMBIIUICHHUKA
MOJIy4aT JOCTYI TOJBKO K OTHOMY MECTY, a HE BO BCE Cpasy.

DNEeKTPOHHbBIC JEHBIH

DJEeKTpPOHHBIE JI€HBI'M - 3TO OYEHb YJOOHBIM croco0 MiaTexxeid, OJHAKO
CYILIECTBYIOT MOILIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TU JE€HBIH.

DJNEKTPOHHBIE IEHBIY MOSABWIMCH COBCEM HEJJABHO U MIMEHHO HM3-3a 3TOTO BO
MHOTHX I'OCYyAapCTBax O CHX IOp HE IMPOIKCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (hyHKIMOHUPYIOT U O HUX YK€ IPOIHUCAHO B 3aKOHE, 1€ UX
pa3zeNsaoT Ha HECKOJIbKO BUOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIIa B TOM, 4TO
aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTca MNPOBOIUTH oOlepauuu 0e3
uJeHTUUKAIINY TT0JIh30BATENs, @ B HCAHOHUMHBIX WJACHTHU(PUKALMS MOJIh30BaTENs
ABJIAETCS 0053aTEIBLHOM.

Takke cneayeT pasnuyaTb DJJIEKTPOHHBIE (UATHBIE JIEHBbIW (paBHBI
rOCyJIapCTBEHHBIM BajJlOTaM) M DJIEKTPOHHbIC He(pUAaTHBIE JEHbIU (HE pPaBHbBI
rOCy/1apCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MacCHON PabOTe € ANEKTPOHHBIMU JICHbraMU:

1. [IpuBsixu K cueTy MOOMITbHBIN TenePoH. DTO caMbIil yTIOOHBIN U OBICTPHIN
croco0 BOCCTaHOBUTH JOCTyN K cuery. IIpuBsizaHHbIi TenedoH MOMOXKET, eciu
3a0yJenib CBOM IUIATEXKHBIA MApOJb WIM 3aiiielllb Ha CaWT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnions3y#t omHopaszoBbie mapoiu. [locie mepexoga Ha YCHIIGHHYIO
aBTOpHU3aALMI0 TeOe yxe He OyJeT yrpoxaThb OMacHOCTh KpaKW WM IMepexBara
MJIATEXKHOTO MAPOJIS;

3. Boibepu cnoxusiii maposb. IIpectynmHukam OyaeT HE TPOCTO yrajaaTh
CJIO>KHBIN mapoiib. HazexHble napoiu - 3To naposi, KOTOpble CoJiepKaT He MeHee 8
3HAaKOB M BKJIIOYAIOT B c€0sl CTPOUHBIE u MPOIMUCHBIE OYKBBI, ITU(PHI 1 HECKOIBKO
CUMBOJIOB, TakM€ KaK 3HaK JoJiapa, (yHTa, BOCKJIMIATENbHBIA 3HAK u T.I.
Hanpumep, StROng!;;

4. He BBOJIM CBOM JIMUHBIE JAHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSCIIIb.

DJIEKTPOHHAs MOYTa

DNEeKTpOHHAs MOoYTa - 3TO TEXHOJIOTHS U MPEJOCTaBISIEMbIE €10 YCIYTU 10
NEPECHUTKE U MOJTYUYEHHUIO 3JIEKTPOHHBIX COOOLIEHUM, KOTOPhIE paclpeAeIsitoTCs B
KOMIIBIOTEpHOH ceTH. OOBIYHO DJICKTPOHHBIM TIOYTOBBIA  SIIIUK  BBITJISINAT
CJIEIYIOIMM 00pa3oM: UMs_TOJb30BaTeNA(@uMs_JoMeHa. Takke KpoMe mnepenadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TepeiaBaTh (ailsibl.



OcHOBHBIE COBETHI HO O€30MacHOI paboTe ¢ ITEKTPOHHOM MOYTOM:

1. Hamo BBIOpaTh NpaBUJIbHBIA TOYTOBBIA CepBUC. B uWHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUIIE TOBEPSITH TEM,
KOTO 3HA€IlIb U KTO NIEPBBIN B PEUTUHTIE;

2. He yka3piBail B THUHOM MMoYTe JUUHYI0 HHMOopmaruto. Hanpumep, mydie
BBIOpATh "My3bIKaIbHBIN (aHaT@" nim “pok2013" Bmecto "tema 13";

3. Ucnonp3yil NBYyX3TalHyl0 aBTOPHU3ALMI0. DTO KOrJa MOMHMO MapoJis
HY>KHO BBOJUTB KO/I, TPUChUIaEMBbIN 10 SMS;

4. BoiGepu ClI0KHBIN Maposib. [ KaXKq0oro NouTOBOTO SIIIUKA JTIOJKEH OBIThH
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTp BO3MOXXHOCTH HamMcarb CaMOMYy CBOM JIMYHBIA BOIPOC,
WCIOJIb3YH 3TY BO3MOXHOCTb;

6. cnonb3yii HECKOJBKO TOYTOBBIX SIIUKOB. IlepBeiii s dvacTHOU
NEPENUCKU C agpecaTamMH, KOTOPBIM Thl JIOBEpSEUIb. DTO JIEKTPOHHBIN agpec He
HAJI0 UCTIOIB30BATh MPU PETUCTPAIIMHN Ha OopyMaxX U CalTax;

7. He oTkpeiBail (aiisibl U Apyrue BIOXKEHUS B MUChMax, JaXKe €CIU OHU
OPUIILIA OT TBOMX JApy3el. Jlydile yTOYHU y HUX, OTIPABISUIM JIU OHU TeOe ATU
(baiibr,

8.Ilocne oxkoHuaHWs PabOTHI Ha IOYTOBOM CEpPBUCE MEPEN 3aKPHITHEM
BKJIAJIKM C CAUTOM He 3a0y/1b Ha)kaTh Ha "BeriiTu".

KuOepOyimuHr miiy BUPTyaJlbHOE U3/1€BAaTENILCTBO

KubepOymuHr -  mpeciieloBaHHE  COOOIICHUSIMU,  COJIEPIKALIUMU
OCKOpOJIeHMS, arpeccuio, 3aIyTUBaHUE; XyJINTaHCTBO; COLIMAJIBHOE
OOMKOTHPOBAHUE C IOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 10 OOPKOE ¢ KHOESPOYILTUHTOM:

1. He Opocaiicst B 60ii. Jlyumuii crioco6: mocoBeTOBaThCS KaK ceOsl BECTH H,
€CJIM HEeT TOro, K KOMY MOXHO OOpaTUThCS, TO BHayajue YCHOKOUThCA. Eciu Tbl
HAYyHEIIb OTBEYaTh OCKOPOJICHHUAMM HAa OCKOPOJIEHMs, TO TOJBKO emlle OoJblle
pa30AOKeIIb KOH(IIHKT;

2. Yupaisaii cBoel kubeppenyTaimei;

3. AHOHUMHOCTh B ceTu MHHMas. CylIecTBYIOT CHOCOOBI BBISICHUTb, KTO
CTOMT 3a AHOHUMHBIM aKKayHTOM;

4. He crtouT BecTM XyJNHMIraHCKUl 00pa3 BUPTyaJbHOW >XKuU3HU. WHTEepHET
(GuKcUpyeT BC€ TBOM JEWUCTBHS M COXpaHAET UX. YJaIuTh HX OyJIer KpaiHe
3aTPyAHUTEIIBHO;

5. Cobnronaii CBOIO BUPTYaJIbHYIO Y€CTh CMOJIONY;

6. UrHopupyii enuHuyHbli  HeratuB. OIHOpa30BbIE OCKOPOWTEIHHBIC
COOOIIEHHMS JIy4llle UTHOpUPOBaTh. OOBIYHO arpeccus MPeKpallaeTcs Ha HaYaIbHOU
CTaJlnu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMU, B
COLIMAJIbHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKHPOBKH OTIpPAaBKU COOOLICHHH C
ONPENIEIICHHBIX aJPECOB;

8. Ecnu b1 cBUAeTenb knOepOysunHra. TBou AeHCTBUA: BBICTYNIUTh MTPOTUB
npeciieloBaTeNsl, MoKa3aTb €My, 4YTO €ro JEHCTBUS OLIEHUBAIOTCA HETraTUBHO,
HNoJIepKaTh KEPTBY, KOTOPOM HY)KHA IICHXOJOTHYECKas IMOMOIIb, COOOIUTH



B3pOCJBIM O ()aKTe€ arpeCCUBHOTO MOBEICHUSI B CETH.

MoO6ubHbIN Tenedon

CoBpeMeHHbIe cMapTHOHBI U IUIAHIIETHI COAEPKAT B ceO€ BIOJIHE B3POCIBIi
(GyHKIIMOHAN, W Temepb OHM MOTYT KOHKYPHUPOBaTh CO CTallHOHAPHBIMU
KoMIibtoTepamu. OJIHaKO, CPEACTB 3aLIUTHI ISl TIOJJOOHBIX YCTPOMCTB MOKA OYEHb
Masio. TecTupoBaHuE U MTOUCK YSI3BUMOCTEN B HUX ITPOUCXOJIUT HE TAK UHTEHCUBHO,
kak ju1s [1K, To e camoe kacaeTcs U MOOUITbHBIX MPUIIOXKEHUM.

CoBpemeHHble MOOWJIBHBIE Opay3ephl yXKe MPaKTHUYECKH JIOTHAIU
HACTOJIbHBIE AHAJIOTH, OJHAKO pacliupeHue (yHKIMOHANa BJEYeT 3a COoOOM
OOJIBIIYIO CJI0KHOCTh Y MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJIUTEIN BBIMTYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIINE
KPUTHYECKHUE YA3BUMOCTH JIJI1 CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI JJIs1 0€3011aCHOCTH MOOMIIBLHOTO TenedoHa:

Huuero He siBasieTcst mo-HacTosieMy OecriaTHbIM. Bylib ocTopoXkeH, BeIb
Korja Tede nmpeajiaratoT OeCIUIaTHBIN KOHTEHT, B HEM MOT'YT OBITh CKPBIThI KaKHe- TO
IJIATHBIE YCIIYTH;

Hywmaii, pexxae yem otrpaButh SMS, $hoTo unu Buaeo. Thl TOUHO 3HACHID,
r7ie OHU OyJIyT B KOHEUHOM UTOTE?

Heo0xo1umMo 0OHOBIISATE ONEPallMOHHYIO CUCTEMY TBOETO CMapT(hoHa;

Hcrnons3yit aHTUBUPYCHBIE TPOrPAMMBI JJIsI MOOUJIBHBIX TeNe(OHOB;

He 3arpyxail npuyioKeHruss OT HEM3BECTHOTO MCTOYHMKA, BEIb OHU MOTYT
coJIep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHE;

[Tocne Toro kak Thl BBIAJEIIB C CANTa, I/I€ BBOJWI JINYHYIO HH(OPMALHUIO,
3aiiin B HACTPOIKK Opay3epa U yaaiu cookies;

Ilepnoauuecku npoBepsii, KAKKE IJIATHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBOil HOMEP MOOMIJIBHOTO Tele(pOHA TOJBKO JIOASM, KOTOPBIX ThI
3Haellb U KOMY JOBEpPSEIIb;

Bluetooth momken ObITH BBIKIIFOUECH, KOT/Ia ThI UM HE TMOJb3yembes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urper

CoBpeMeHHBIE OHJIAHH-UTPHI - TO KPACOYHBIE, 3aXBaTHIBAIOIINE Pa3BiIeyeus,
OOBEAUHSIONINE COTHU THICSY YEJIOBEK M0 BceMy Mupy. UIrpoku uccienyror JaHHbINA
UM MUp, OOIIAIOTCS IPYT C APYTOM, BBHIMOIHSIOT 331aHUS, CPAXKAIOTCSA C MOHCTpaMHU
Y TIOJIyYarOoT OIIBIT. 32 yAOBOJIbCTBHE OHU IUIATAT: MOKYIAIOT JHMCK, OIJIAYMBAIOT
a0OHEMEHT WJIU PUOOPETAIOT KAKHE-TO OMIIUHU.

Bce aTu cpeacTsa uayT Ha noaaep:KaHue U pa3BUTHE UTPHI, 4 TAKKE HA camy
0€30IMacCHOCTh: COBEPILIECHCTBYIOTCS CUCTEMbl aBTOPU3ALMM, BBITYCKAIOTCS HOBbBIE
naTuu (UQpoBbIe 3aIIaTKU AJI IPOrpaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B no106HBIX UTpax CTOUT OMACAThCA HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO
Kpa)ki TBOETO MapoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AIMK OOJIBIINHCTBA
urp.

OcHOBHBIE COBETHI IO OE30MaCHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu apyroit urpok Beaet cedst MI0Xo WM cO3aeT Te0e HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;



2. [Moxanmyiicst aqMUHICTpATOpaM UIPhI Ha TUI0X0E MOBEACHHUE ITOT0 UTPOKa,
KeaTelIbHO MPUIOKHUTH KaKhe-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3zpiBail muuHyto nuHGopmMaIio B npodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranarnuBaii HeopuIuanbHbIC TATYH U MO/IBI,

6. Mcnonb3yit CloKHBIE U pa3HbIE MTapOJIH;

7. axe BO BpeMs UTPbI HE CTOUT OTKJIF0UaTh aHTUBUpYC. [1oka Thl Urpaenis,
TBOW KOMITBIOTEP MOTYT 3apa3uTh.

@UIIMHT WK Kpa)Ka JIMYHBIX JaHHBIX

OOBIYHOM KpaXkell IeHeT 1 JOKYMEHTOB CETOIHS y>K€ HUKOTO HE yIUBHUIITb, HO
C Pa3BUTHEM HMHTEPHET-TEXHOJIOTUH 3JI0YMBIIUIEHHUKH IEPEMECTUIINCH B UHTEPHET,
U TIPOJIOJIKAIOT 3aHUMATHCS " TFIOOUMBIM'" ICJIOM.

Nak mosiBunach HOBasl yrpo3a: HMHTEPHET-MOIICHHUYECTBA WM (DUIIMHT,
IJIaBHAs 1I€JIb KOTOPOrO COCTOUT B TMOJYYEHUM KOH(PUACHIIMAIbHBIX JIaHHBIX
HI0JIb30BaTENICH - JIOTUHOB 1 TapoJjield. Ha anrimiickom si3eike phishing uuraercs kak
¢ummHr (ot fishing - peiOHast 10Bs, password - mapob).

OcHOBHBIE COBETHI 10 OOPHOE C (PUILIMHTOM:

1. Cneau 3a cBOMM akkKayHTOM. Eciid ThI 10/103pe€Bacillb, YTO TBOS aHKETa
ObLIa B37I0MaHa, TO HEOOXOAUMO 3a0JI0KUPOBATh €€ U COOOLIUTh aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Hcnonp3yil 6e30macHble BeO-CaliThl, B TOM YHCJIE, MHTEPHET-Mara3uHoB U
MOMCKOBBIX CUCTEM;

3. Ucnonb3yil crnokHble M pa3Hble Napoiu. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHHKH IOJy4aT JOCTYNl TOJIBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecniu TeOg B3IOMald, TO HEOOXOAWMO TMPEAyNpEeIuTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE 100aBIEHBI y T€0S B APY3bsX, O TOM, YTO TeOs B3JIOMAalH U,
BO3MOYKHO, OT TBOET0 UMEHH OYJIET pacChUIaThCsl CllaM M CChUIKM Ha (PMIIMHTOBbBIE
CaMThI;

5. YcranoBu HajaexHbid naposb (PIN) Ha MOOHIBHBIHN TenedoH;

6. OTKJII0YM COXpaHEHHE MapoJid B Opays3epe;

7. He oTkpbIBail (ailiel U Apyrue BIOKEHHs B MHCbMax, Jake €ClId OHU IPUIIIHA OT
TBOUX JIpy3el. Jlydille yToOuHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Hailsibl.

[Hudporas penyranus

[udposas pemyranus - 3T0 HEraTUBHAS WM TO3UTUBHAS MH(OpMALUs B CETU
o tebe. Kommpomerupyromas uHpopmaius, pasMelieHHas B UHTEPHETE, MOXKET
Cephe3HBIM 00pa3oM OTpa3UThCAd Ha TBOeH peanbHOW xku3HH. "l{udposas
penytanus" - 3TO TBOW UMUK, KOTOPBIA popmupyercs u3 uHbopmanuu o tede B
WUHTEPHETE.

TBoe MecTo JKHTEeNnbCTBa, Yy4ueObl, TBOE (PUHAHCOBOE TOJIOKECHHE,
O0COOEHHOCTH XapaKkTepa M pacckazbl O OJIM3KHUX - BCE 3TO HAKAIIUBAETCS B CETH.

MHorue mnoapoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJMKAlUW JTUYHOU
uHpopmaiuu B UHTEpHETE, HE MOHUMAsE BOBMOXKHBIX MOCHENCTBUM. Thl naxe He
CMOKEIIb JOTaAaThcs 0 TOM, UTo oTorpadusi, pa3MeLIeHHas S5 JIeT Ha3al, cTaja
MPUYUHON OTKAa3a MPUHATH T€0s HA padoTy.



KommenTapuu, pazmenienue TBoux gororpaduii u gpyrue AeMcTBUS MOTYT
HE UCYE3HYTh JaXKe MOCJE TOr0, KaK Thl UX YAaJIHIb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty HH(OPMAILIKIO, TTOTIAJIa JTM OHA B MIOMCKOBBIE CUCTEMbI M COXPAHUJIACH JIU OHA, a
[JIABHOE: YTO MOYyMAIOT O T€OE OKPYkKAIOIIHUE JIFOJAH, KOTOPbIE HAWIAYT U YBUIAT 3TO.
Haiitu wHdopmauioo MHOTO JIET CIYCTS CMOXET JI00W - Kak M3 J00pbIX
noOyXIeHUH, TaK U C HAMEPEHUEM MIPUUUHUTH BPEd. DTO MOXKET OBITh KTO YTOJHO.

OcCHOBHBIE COBETHI 10 3aLTUTE UPPOBON pEIyTaALINH:

1. [Toxymait, mpeskjie 4eM 4To-To MyOJMKOBaTh U MepeaBaTh y ce0s B 0yiore
WJIM B COLIMAJILHOM CETH;

2.B nactpoiikax mpoduiis yCTaHOBH OTPaHUYEHHUS HA MPOCMOTP TBOETO
poIIs U ero COACPIKUMOTO, CACIIal €ro TOJIBKO "1ist mpy3eit'”;

3. He pa3memniaii u He yka3biBail uH(OpMAIIUIO, KOTOPast MOXKET KOTO-T100
OCKOPOJISITh WJIH OOWXKATh.

ABTOpCKOE MpaBo

CoBpeMEHHBIE IIKOJbHUKH - AaKTHUBHBIE TOJB30BAaTENd  ITU(POBOTO
npoctpancTBa. OJHAKO JaJeKO HE BCE 3HAIOT, YTO IM0Jb30BAaHWE MHOTHUMU
BO3MOXKHOCTSIMU  IIudpoBoro  Mupa  TpeOyeT  coOmoAeHUs  OpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTENJIEKTyallbHasi COOCTBEHHOCTH" OTHOCHUTCS K Pa3IMYHBIM
TBOPEHUSIM YEJIOBEUECKOr0 yMa, HayWMHas C HOBBIX H300pETEHUN U 3HAKOB,
0003HavYaroIKX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYT'H, U 3aKaHYMBas KHUTAMU,
dboTorpadusiMu, KUHOPUIbEMAMHU U MY3bIKAJIbHBIMU TTPOU3BEIICHUSIMU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha HUHTEIUIEKTyaJIbHYI0O COOCTBEHHOCTh Ha
MIPOU3BEICHUS HAYKH, JINTEPATyphl U MUCKYyCcCTBa. ABTOPCKHE IMpaBa BHICTYIIAIOT B
KaueCTBE TapaHTUU TOTO, YTO HMHTEJUICKTYaJbHBIA/TBOPUECKUN TPyl aBTOpa HE
OyZeT HampacHbIM, JacT €My CHpPaBEIJIMBBIE BO3MOXKHOCTH 3apa0oTaTh Ha
pe3ynbTarax CBOEro TPyHAa, MOJYYUTh HM3BECTHOCTh U mpu3HaHue. Hukro 0e3
paspenieHusi aBTOpa HE  MOXET  BOCHPOU3BOAMTH €ro  NpPOU3BEACHUE,
pacnpocTpaHsiTh, MYOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MYOJIMYHO WCTOJHATH, MOKA3bIBATH/UCIIOIHATE B ddupe wim
pa3memats B MHTEpHETE.

Ucnonp3zoBanne '"mupaTckoro' MpPOTPaMMHOTO  OOECHEYEHHS  MOXKET
MIPUBECTH K MHOTHM PHCKaM: OT IIOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKH
TBOEr0 yCTPOMCTBA, II€ YCTAHOBJIEHA HenerajabHas nporpamma. He cTtouTt takke
3a0bIBaTh, YTO CYIIECTBYIOT JIETATbHBIE U OECIUIATHBIE MPOTPAMMBI, KOTOPHIE MOKHO
HAWTHU B CETH.
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